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Identity Theft

The current Barclays TV advert identify social 
network sites like Facebook, Twitter & Linkedin 
as potential source of personal information.

Picture of car including number plate to get 
address

Picture of house (and tag) to get address

Picture of inside to show possessions (targeted 
phishing)

Message about birthday to guess date of birth



  

Identity theft

Holiday blog showing that you are away

Privacy setting not 100% effective

'Geotag's are a dead giveaway, restrict them

Address from electoral roll having found town

Ask to have name excluded from public electoral 
roll

Remove old electoral roll entries from 192.com 
(use form C01 via help)



  

Passwords

ALL passwords should be different, it is perfectly 
acceptable to record the password if it is 
encoded in some way

Some systems allow all your passwords to be 
held in one place secured by a master 
password – useless unless the system is ultra 
secure

Most browsers can record the password for most 
sites.  Not available for email passwords or for 
changing to a different browser.



  

Passwords 2

Email clients can store the passwords internally

It is really important to be able to get your email 
password, most systems will allow the password 
to be changed via an email to a known address

I suggest:

– Take a set of known facts such as an old 
address, pets' names, car number, favorite play 
or play

– Create passwords from (parts of) these and 
record which parts were used



  

Passwords 3

e.g. I lived at 21 High Street Strood with Scamp 
and drove an Austin A30 WXY 135

Email – Strood 1 3 5 8 Mongrel 2 3 4 A30 2 4 6 → 
2HgScamX15 as the password. This is quite 
strong as a password but perhaps difficult to 
create accurately from the information

For a less important password – Austin (3) Strood 
(5) → WXY21Hig



  

Phishing

  Messages that are trying to get info about you

An attachment containing a virus
• Keystroke logger

• File transmitter

A Web Page requesting information
• From your 'Bank' to get your account details

You have won some money/inheritance
• Send some money

  DO NOT REPLY to these or open an 
attachment see next slide



  

Phishing 2
  Attachments

You can open the email

You can save but but not open the attachments

After save can scan with Virus software (if you trust it!)
  Web Page

Show as a link (underlined) usually says ‘Login in’ or 
'here'

You can see where it really points either right click or 
at bottom of screen (next slide)

If it is not the expected Website, it is phishing
  If in doubt don't click on it



  

Phishing 3



  

Phishing 4

Another phishing tactic is to include an attachment 
which can be 'clicked' (opened) or saved

If you open the attachment the web page will look 
very convincing (it is a copy of the real page 
with an important difference)

In the next example it will send the login 
information to dev.foodlabs.com.au instead of 
www.lloydstsb.com, this is the only difference 

http://www.lloydstsb.com/


  

Phishing 5



  

Phishing 6



  

Fraud

The police have set up a site where fraud attempts can 
be reported:

http://www.actionfraud.police.uk/

Reporting a fraud or scam allows them to track fraud 
attempts and spot trends

In addition the police’s Owl has produced a document on 
Online Safety this may be read at:

u3adacorum.co.uk/support/Online_Safety_1.pdf

However note that this document is rather technical and 
difficult to understand

http://www.actionfraud.police.uk/
http://u3adacorum.co.uk/support/Online_Safety_1.pdf


  

Spam

 Spam is not normally dangerous unless it is a 
Phishing mail

It is annoying

It is possible to get it put into a separate folder with a 
'Spam Filter' (possibly by Anti virus software)

But the filter can and does filter out genuine 
messages. Personally, I put up with the annoyance 
of deleting them when I see the subject. 



  

Email address

It is possible for the sender to find out that an 
email has been opened and that the address is 
valid.

This is usually by having an invisible 'picture' of 1 
pixcel.

Some email clients allow you to prevent this 
happening.



  

Thunderbird



  

Attachments

Be wary of attachments

– Unless you are certain that you know who it has 
come from and are expecting it.

It is safe to SAVE the attachments, it is opening 
them that have a risk.

Your virus checker should identify any viruses but 
we will discuss this later.

Probably the best if you intend to open it is to 
save the attachment and then virus scan it 
separately.



  

Virus scan select (right click)



  

Online secure access

Anyone could run a system that intercepts web 
pages as they are sent

– This is how the search engines work

The only way to be sure that what you are typing 
is secure is to ensure that secret data is sent 
only on an 'SSL' page.

You have no control over SSL or not SSL.

For SSL the address of the page is HTTPS://.. not 
HTTP://.. you are unlikely to come across the 
other types such as FTPS (not FTP)



  

SSL

Stands for Secure Socket Layer!

The data is encrypted using a generated key.

You should ensure that, whenever you enter a 
password, account number or other data which 
might compromise you, the page is encrypted.

Recognising whether a page is SSL (or not) is 
different for each browser.



  

Internet Explorer 8 (XP)



  

Internet Explorer 11



  

EDGE



  

Firefox



  

Chrome



  

Opera



  

Safari



  

Online Banking
Some banks have a card reader device that 

requires a debit card and its PIN for login. This 
is almost certainly a secure check even in a 
public environment.

Some banks have a separate device that requires 
a PIN (different from the debit card PIN) for 
login. This is almost as secure.

Some require a password. This is less secure. 
Ensure that your password is strong & different 
from all others.

In addition some banks will text some information 
that must be entered. An improvement.



  

Online Banking 2

Beware of 'false' sites that request that you do a 
'training transaction' that 'will not be processed'. 
A real bank will never do this.

Don't do online banking outside your own 
environment unless it is an absolute necessity. 
Although those using a separate device are 
probably OK as the number produced will not be 
accepted a second time.

The jury is still out on the use of finger prints and 
voice recognition.



  

Online Purchases

Always use a separate password.

Use a Credit Card wherever possible. There is 
better comeback for transactions >£100.

Consumer Contracts Regulations gives a 
minimum 14 days to cancel after the goods are 
delivered (not food etc.)

Paypal is an alternative payment method but is 
only really an advantage if credit cards are not 
accepted or you sell things through an auction 
site). Some card transactions actually use the 
Paypal system



  

Online Purchases (cont)

The card issuer may make a basic check is that 
the delivery address is the same as the card-
holder's  You may be refused if this is not true.

Some card issuers (e.g. Barclaycard) offer a 
service for checking that you made the 
transaction.  This is initiated by the merchant so 
is not used by all websites.



  

Viruses
A virus checker is a necessity

Which has changed its commendation for 

– Windows from Bullguard or AVG to Sophos 
Home Free (the others are still OK).

– Apple Trend Micro Mobile Security (£14.99pa)

– Android McAfee Security or Power Booster.

This will check that a file (or files) do not contain 
any viruses.

The check may be made when a file is saved, 
whenever a file is opened or when a virus scan 
is run. Or any combination of these.



  

Viruses 2
Viruses are of many basic types, Key loggers, Worms, 

Trojans... They are usually given a 'risk' rating, High, 
Medium or Low

Viruses are continually 'evolving' into slightly different 
forms. This means that the virus checker needs to be 
continually updated to detect the new forms.

One of the effects of this are that there is a period of a 
day or two when the virus checker will not detect a 
virus.

This continual updating is expensive and means that 
'freeware' virus checkers may not be so good.  The 
recommended ones are OK, but may be relatively 
difficult to use (and keep being free).



  

Viruses 3
Most virus checkers automatically update 

themselves on a very regular basis (mine is 
hourly).

Windows Vista and afterwards have a free 
checker from Microsoft – Windows Essentials.  
It is not part of the operating system and must 
be downloaded separately.  This has performed 
well in Which tests and is free.

XP does not have a Windows virus checker.

IPads and Mobile phones have fewer choices but 
should still be considered.



  

Viruses 4

The hard disk should be 'virus' scanned regularly.

– Many virus checking software have multiple scan 
modes: fast, medium and full.

– Fast should be once a week

– Medium should be less than 3 monthly

– Full (which can take a long time) if you suspect 
there is a virus

Disks or files from external sources should be 
scanned when you first receive them 



  

Viruses 5

You may see a Web page indicating that a virus 
has been detected and inviting you to run their 
scan.  This is ALMOST CERTAINLY a SCAM.

The best thing to do is to exit from the page as 
soon as possible (not always all that obvious).  
Then run your virus checkers scan (the quick 
one should suffice).  You almost certainly find 
that no viruses are found.

If you receive a message from your virus software 
saying that a virus has been detected:



  

Viruses 6
Don't panic! The virus checker will almost 

certainly have either 'treated' or 'quarantined' it 
so that it can't do any more harm.

Check that it HAS come from the virus checker. 
There should be a log entry indicating what virus 
it is and how it has been treated.  There may be 
information on how to continue.  (A favourite 
place for a virus is in the Java temporary files 
and these are easily deleted)

Run a Medium scan to check that there are no 
other undetected viruses around



  

Ransomware Virus
Probably the worst type of virus is the Bit Locker. 

All the daya on the computer will be encrypted 
and only decrypted for a few days, unless a 
‘ransom’ is paid.

This is likely to affect ALL the data, operating 
system and programs on the computer (with the 
exception of the BIOS). Ensure that you have 
complete backups of all the disks (inc. external)
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Cookies

These are small files held on the PC's disk.

They are the only general way for a site to 
recognise this particular PC.

They are required for things like shopping 
baskets.

They allow the website to hold information like a 
login id to save typing it in each time.

In themselves they are not dangerous.

However:



  

Cookies 2

Websites use Cookies to 'track' what you do eg:

– Sites such as Google record what you have 
searched for

– Advertising sites record what where you have 
looked

They claim that they are 'helping' by making their 
responses more relevant

Many people don't like this tracking

What can be done:



  

Cookies 3
Stop using Google, there are other search 

engines such as duckduckgo.com that state that 
they do not track you

Disable 'third party cookies' in your browser (these 
are cookies related to a site other than that you 
are currently looking at

Disable site specific 'add ons'. These such as the 
google 'search toolbar' claim to 'help' you but 
bypass cookie settings. Firefox ha an add-on 
specifically designed to delete all but defined 
cookies.

How do I do it?:



  

Cookies 4
This would take too long to talk about today but 

briefly
– Delete all existing cookies!

– Configure browser to stop saving third party 
cookies. This is different for each browser

– Disable add ons other than the ones you need. 
This is different for each browser

– Logoff 'free' file photo sites when you have 
finished and delete the cookies for that site

– From time to time look at all the cookies that are 
stored and delete those you don't want. This is 
different for each browser



  

Firewall

What the hell does this do?

Its prime function is to sit between the computer 
and the Internet.

It will look for questionable commands being sent 
or received.

It may also control whether a program can contact 
the internet.

It may do other things like controlling whether a 
program can request updates to the registry or 
make unusual requests of the operating system.



  

Firewall cont.

You should always have an active firewall

Vista and subsequent have a built in firewall 
(installed with the operating system). This 
seems to be adequate for most people's 
purposes

XP has no built in Firewall.

Many virus checkers have a version that includes 
a firewall.


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45

