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Internet Safety
Creating Strong Passwords, Browser security & Email Phishing 



Internet Safety: Creating Strong Passwords 

You'll need to create a password to do just about everything on the Web, 
from checking your email to online banking. 


And while it's simpler to use a short, easy-to-remember password, this can 
also pose serious risks to your online security. 


To protect yourself and your information, you'll want to use passwords that are 
long, strong, and difficult for someone else to guess while still keeping 
them relatively easy for you to remember.



Why do I need a strong password? 
At this point, you may be wondering, why do I even need a strong password anyway? 

 The truth is that even though most websites are secure, there's always a small chance 
someone may try to access or steal your information. This is commonly known as 
hacking. 


A strong password is one of the best ways to defend your accounts and private 
information from hackers.




Watch the video below from Safety in Canada to learn more about 
creating a strong password.

https://www.getcybersafe.gc.ca/en/resources/
video-creating-strong-password

http://www.getcybersafe.gc.ca/en/resources/video-creating-strong-password
http://www.getcybersafe.gc.ca/en/resources/video-creating-strong-password
http://www.getcybersafe.gc.ca/en/resources/video-creating-strong-password


Tips for creating strong passwords 
A strong password is one that's easy for you to remember but difficult for others to 
guess. 


Let's take a look at some of the most important things to consider when creating a 
password.
Common password mistakes 
Some of the most commonly used passwords are based on family names, hobbies, or 
just a simple pattern. 


While these types of passwords are easy to remember, they're also some of the least 
secure. 


Let's take a look at some of the most common password mistakes and how to fix them.



Password: brian12kate5 
"I doubt anyone could guess my password! It's my kids' 
names and ages. Who else would know that?"


Problem: This password uses too much personal 
information, along with common words that could be 
found in the dictionary.


Solution: A stronger version of this password would use 
symbols, uppercase letters, and a more random order. 
And rather than using family names, we could combine a 
character from a movie with a type of food. For example, 
Chewbacca and pizza could become chEwbAccAp!ZZa.



Password: w3St! 
"My password is so simple! It's just the beginning of my street 
address with a few extra characters."


Problem: At only five characters, this password is way too short. 
It also includes part of her address, which is publicly available 
information.


Solution: A stronger version of this password would be much 
longer, ideally more than 10 characters. We could also 
substitute a nearby street name instead of her current address. 
For example, Pemberly Ave could become p3MberLY%Av.



Password: 123abccba321 
"My password follows a simple pattern, so it's easy to 
remember and type on my keyboard."


Problem: While patterns like this are easy to remember, they're 
also some of the first things a hacker might guess when 
attempting to access your account.


Solution: Remember that random passwords are much 
stronger than simple patterns. If you're having trouble creating 
a new password, try using a password generator instead. 
Here's an example of a generated password: #eV$pIg&qf.

http://strongpasswordgenerator.com/


Password: BrAveZ!2 
"I use the same passwords for all my accounts. 


This way, I only have to remember one password!"


Problem: There's nothing really wrong with this password, but 
remember that you should never use the same password with 
different accounts.


Solution: Create a unique password for each of your online accounts



Using password managers 
Instead of writing your passwords on paper where someone might find them, 
you can use a password manager to store them securely online. Password 
managers can remember and enter your password on different websites, which 
means you won't have to remember longer passwords. Examples of password 
managers include LastPass, 1Password, and Google Chrome's password 
manager.

https://lastpass.com/
https://1password.com/
http://support.google.com/chrome/bin/answer.py?hl=en&answer=95606
http://support.google.com/chrome/bin/answer.py?hl=en&answer=95606
http://support.google.com/chrome/bin/answer.py?hl=en&answer=95606
http://support.google.com/chrome/bin/answer.py?hl=en&answer=95606


If you use a password generator, you may also want to create a mnemonic 
device to make the password easier to remember. For example, H=jNp2# could 
be remembered as HARRY = jessica NORTH paris 2 #. 


This may still feel pretty random, but with a bit of practice it becomes relatively 
easy to memorize.




Password: m#P52s@ap$V 
"I use a password generator to create all of my passwords. 
They're not super easy to remember, but that's OK; I also use a 
password manager to keep track of them."


This is a great example of a strong password. It's strong, long, 
and difficult for someone else to guess. It uses more than 10 
characters with letters (both uppercase and lowercase), 
numbers, and symbols, and includes no obvious personal 
information or common words. 


This password might even be a bit too complicated to remember 
without a password manager, which underscores why they're so 
helpful when creating a strong password.



1Password Password Manager.

With 1Password you only ever need to memorise one password. 
All your other passwords and important information are protected by your Account Password, 
which only you know.


Your logins and private documents are securely stored in your password vault. 


This keeps your information locked away from thieves, hackers, and other unsavory types.




SECURITY 
Keep your secrets safe 

Your privacy is our top priority. A combination of policy, innovative thinking, and a deep 
respect for your right to privacy ensure that your data is always kept safe and secure.




Check for breaches 

Watchtower keeps track of password breaches and other security problems so you can 
keep your accounts safe. It checks for weak, compromised, or duplicated passwords 
and lets you know which sites are missing two-factor authentication or using unsecured 
HTTP.

https://watchtower.1password.com/


Your browser's security features 
Your computer faces different threats whenever you browse the Web, 
including viruses, malware, and spyware. 


The good news is your web browser has a lot of built-in security features 
to help protect your computer. 


Let's take a look at some of the most important features you should know 
about, as well as some simple tips you can use to stay safe online.

BROWSER SECURITY



Watch the video below to learn more about your browser's built-in 
security features.

https://www.youtube.com/watch?
v=2ZZQlgV2Gus&t=10s

https://www.youtube.com/watch?v=2ZZQlgV2Gus&t=10s
https://www.youtube.com/watch?v=2ZZQlgV2Gus&t=10s


Check the web address 
Malicious websites often use deceptive web addresses to trick users. For example, 
www.wellfargo.com looks similar to www.wellsfargo.com, but it's missing the s in 
the middle.


Double-checking the domain name is a good way to ensure you're going to the real, 
trusted site—not a phony site with a similar web address. Some web browsers will 
even try to make the domain name easier to read. In the example below, you can see 
that wellsfargo.com uses a darker color in the address bar.


http://www.wellfargo.com/
http://www.wellsfargo.com/


Look at the security symbol 
Some websites will display a lock symbol in the address bar. 


This is most commonly seen with certain types of websites, like online stores and 
banking sites. This means the website is using an HTTPS connection, which makes it 
safe to enter your personal information. You'll also see https at the beginning of the URL.


You won't see this symbol on all websites, and that's OK—not all websites need this 
extra layer of security. However, you should avoid entering any sensitive information, 
such as your credit card number, if you don't see this symbol in the address bar.



Update your browser regularly 
New viruses and malware are created all the time, so it's important to update your 
browser regularly. Your browser will usually notify you when it has an update available, 
but you always have the option to update manually. In this example, we're updating 
Google Chrome to the most recent version, but the exact update procedure will vary 
depending on your browser. 




Avoiding spam and phishing 
From email to instant messaging to social media, the Internet is an essential 
communication tool. 


Unfortunately, it's also popular among scammers and cybercriminals. 


To protect yourself from email scams, malicious software, and identity theft, you'll 
need to understand how to identify and avoid potentially dangerous content in 
your inbox, including spam and phishing attempts. 



Watch the video below to learn more about spam and phishing.

Understanding Spam and Phishing

https://youtube.com/watch?v=NI37JI7KnSc

https://youtube.com/watch?v=NI37JI7KnSc


Dealing with spam 
If you've ever received unwanted email advertisements, you may already be 
familiar with spam, also known as junk email. 


Spam messages can clutter your inbox and make it more difficult to find the 
emails you actually want to read. Even worse, spam often includes 
phishing and malware, which can pose a serious risk to your computer. 
Fortunately, most email services now include several features to help you 
protect your inbox from spam.


Spam filters 

Whenever you receive an email, most email providers will check to see if it's a real 
message or spam. Any likely spam messages will be placed in the spam folder so 
you don’t accidentally open them when checking your email.


Spam-blocking systems aren’t perfect, though, and there may be times when 
legitimate emails end up in your spam folder. We recommend checking your spam 
folder regularly to make sure you aren’t missing any important emails.



Turning off email images 
Spam messages often contain images that the sender can track. 


When you open the email, the images will load and the spammer will be able to tell 
if your email works, which could result in even more spam. You can avoid this by 
turning off email images. Let's look at how to do this in Gmail, but remember that 
the process will vary depending on your email service.

Phishing 
Phishing scams are messages that try to trick you into providing sensitive 
information. 


These often appear to come from a bank or another trusted source, and they'll usually 
want you to re-enter a password, verify a birth date, or confirm a credit card number. 
Phishing messages may look real enough at first glance, but it’s surprisingly easy for 
scammers to create convincing details.



Other common email scams 
Spam and phishing are common problems, but there are many other types of 
email scams you may encounter. 


Some will promise to give you a lot of money if you advance a small amount 
upfront. Others may pretend to be from people you know in real life, and they'll 
often ask you to send money or download an attached file.


As with spam and phishing scams, remember to trust your best judgment. 
You should never send someone money just because you've received an 
email request. You should also never download email attachments you 
weren't expecting because they might contain malware that could damage 
your computer and steal your personal information.


Spam, scams, and phishing schemes will continue to evolve and change. But 
now that you know what to look for—and what to avoid—you can keep your 
inbox and computer that much safer.



https://edu.gcfglobal.org/en/internetsafety/introduction-to-internet-safety/1/

Staying safe online is essential in today's world.  
Use these Internet safety tips to keep yourself and your loved ones protected.

Use this link to access the GCF Global web site for more information on Internet Safety 

https://edu.gcfglobal.org/en/internetsafety/introduction-to-internet-safety/1/

