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Fraud and Cybercrime accounts for 40% of 
reported crime
https://stopthinkfraud.campaign.gov.uk

https://stopthinkfraud.campaign.gov.uk/




There is a flavour for everyone



Cyber security 
isn’t just about 

technology

It’s about: 
1. your privacy, 
2. your money, 
3. your identity, and
4. your safety.



Remember A, B, C

A 
Accept nothing 

on face value

B 
Believe nothing 
until confirmed!

C 
CONFIRM 

EVERYTHING!



Social engineering

Criminals attempt to trick users into doing 'the wrong thing’:
  divulging sensitive/personal information​
  opening/downloading an email attachment – but it’s a scam​
  clicking links/visiting a fake website

Scam messaging typically:

1. are from an authority / organisation / person you heard of.           

2. appeal to your emotions. 

3. have a sense of urgency. 

4. are topical / current events. 

email/online
‘Phishing’

text
‘SMShing’

phone
‘Vishing’

‘Quishing’



Scam Calls, Text Messages & Phishing Emails

They claim to be: 
• Your bank’s fraud department,           

the Police, HMRC,
• Tech / computer repair support         

e.g. Microsoft, your internet provider,
• An investment company, 
• Your mobile phone provider,
• and more…

Fraudsters 'spoof' a business’ legitimate phone number or another 
random phone number to avoid being detected.



Call from the Police…



To view the ‘Rob Curling’ video, please visit:
https://youtu.be/BC9P0rMy2_w?si=4UGEW-KTI4JOmG8O 

https://youtu.be/BC9P0rMy2_w?si=4UGEW-KTI4JOmG8O
https://youtu.be/BC9P0rMy2_w?si=4UGEW-KTI4JOmG8O
https://youtu.be/BC9P0rMy2_w?si=4UGEW-KTI4JOmG8O


Be patient with banking staff if they ask you 
loads of questions…



Banking Protocol
Banking Protocol launched in MAY 2017

• Response to Courier Fraud, Rogue Traders, Romance / Dating & Investment frauds.

• Banking staff trained to recognise signs of potential fraud in action.

• Trained to dial 999, and quote ‘Banking Protocol’.

• Police response is expected.

Secondary Banking Protocol launched NOVEMBER 2019, whereby bank will contact 
victim over phone re recent attempted transaction

• If not happy, staff can call victim into branch, payment frozen.

• If branch not happy/you cannot attend, then bank will contact Police who will attend 
within 72 hours.



Police or bank officials will never ask for pin numbers, bank cards, goods, 
money, or request your assistance with an investigation!

To verify the caller, hang up the phone and wait 5-10 minutes (criminals may keep 
your landline open) or use a different phone and call:

101 - to verify if the person is a police officer.
159 - to speak to your bank (or call the number on the back of the bank card).

FRAUD! 
SPOT IT AND STOP IT!



Hi Mum…



“Family/Friend in Need” Text Scam



Genuine or Fake?



Fake link 
website

Unknown number

https://bar.clays-newpayee.com

Spelling



Check the website - 
Can you spot the fake website! Option 1 or 2?

1. www.bαrclays.co.uk

2. www.bаrclays.co.uk 

                Tips:

1. Always double check the 
website address.

2. Never click suspicious links in 
messages. 

3. Use the app or bookmark the 
website that you use often.

4. Check that the website URL 
begins with “https” or      .



Criminals keep on giving…



Phishing emails, texts, ads & signage







‘Phishing’ emails



Great offers on social media & websites



Too good 
to be true…

… and it 
usually is!



Scam ads & websites



Get rich quick!



Investment & Pension Scams 

Watch out for: 

• Any cold calls out of the blue. 

• ‘Loans’, ‘savings advance’ or ‘cashback’ from 
your pension or talk about new investment 
techniques.

• Investments in stocks and shares in wine, 
jewellery, carbon credits or land. 

• Investments in cryptocurrency or foreign 
exchange trading. 

Scammers persuade you to part 
with your pension/cash:
• promising investment 

opportunities that are simply 
‘too good to be true’, 

• giving false information. 

They call several times and 
could even have details of 
previous investments you’ve 
made. 





Check the investment or pension opportunity to avoid scams. Go to the FCA Warning 
List:

www.fca.org.uk/scamsmart 

If the firm appears on this list: 
the FCA has identified that they are operating without authorisation.

https://www.fca.org.uk/scamsmart?msclkid=c7709a418d321cc25402f37a5207d8f2
http://www.fca.org.uk/scamsmart
http://www.fca.org.uk/scamsmart
https://www.fca.org.uk/scamsmart?msclkid=c7709a418d321cc25402f37a5207d8f2


Deep Fakes, 
Misinformation & Disinformation





To view ‘Without Consent’ video, please visit: 
https://www.youtube.com/watch?v=F4WZ_k0vUDM&t=3s 

https://www.youtube.com/watch?v=F4WZ_k0vUDM&t=3s


Protect yourself



Lock your doors!



Which of these passwords is the strongest?

1. Qwerty123

2. Pa55w0rd

3. EpicCamelMountain35%

4. oe4D!3£

- Commonly used password!

- Commonly used password!

- Not enough characters and how will you remember 
20, 30, 40+ unique passwords like this?



Create a strong password using 
‘Three Random Words’

Strength of  the 
password:

Examples of 
passwords:

How long it takes for a computer 
to guess the password:

Very, very weak blue Less than a second

Very weak waterblue 13 seconds

Weak blueredgreen 2 minutes

A bit stronger waterbluechair 12 hours

Strong water!bluEchAir5 A few months/years

https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/three-random-words
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/three-random-words
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/three-random-words
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/three-random-words


Edward Snowden on passwords:
Margaretthatcheris110%SEXY



PASSWORD
or PIN

2FA ACCOUNT 
ACCESS

If both correct, 
then access is 

granted

Something 
you know

Something 
you have or are

water!bluEchAir5

User name

Turn on your 2FA (2-Factor Authentication)
or 2SV (2-Step Verification)

https://www.ncsc.gov.uk/guidance/setting-2-step-verification-2sv
https://www.ncsc.gov.uk/guidance/setting-2-step-verification-2sv
https://www.ncsc.gov.uk/guidance/setting-2-step-verification-2sv
https://www.ncsc.gov.uk/guidance/setting-2-step-verification-2sv
https://www.ncsc.gov.uk/guidance/setting-2-step-verification-2sv
https://www.ncsc.gov.uk/guidance/setting-2-step-verification-2sv
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/three-random-words


Back up your data
In case: 

• Your device is lost, stolen or 
broken.

• Accidentally deleted data (or 
becomes unreadable).

• Your account/device is 
infected because of a virus.



Update your devices
• Phones, tablets and computers.

• Smart devices (Ring doorbells, 
smart watches, etc.

• If possible, avoid buying and 
using phones that are no longer 
supported by the manufacturer.

Source: https://www.ncsc.gov.uk/section/advice-guidance/all-topics

Note: Windows 10 devices is 
unsupported from 14th October 2025!



Watch out for MalWare 
(Malicious Software)
• attachments shared by email (e.g 

viruses and other harmful software 
that can compromise your device),

or

• links in emails that can go to 
malicious websites that are 
disguised as genuine websites.



     
      

Your digital footprint

Any activity conducted across the internet 
leaves a trace or ‘digital footprint’.



Cyber-Dependent Crime

To view the ‘Data to go’ video, please visit:
https://www.youtube.com/watch?v=sq-0tjv4_BA 



Tips for Social Media

 Enable 2SV/2FA
 Turn off activity broadcasts
 Check who can see your connections

 Review profile “about” settings – 
education, work, relationships, 
family, life events etc.

 Limit past posts
 Check who can see your friends and 

followers
 Check who can view your photos

 Make account private
 Disable activity status and 

location

 Turn on “ghost mode” to hide 
your location

 Disable quick-add
 Stop sending data usage



Tips – digital footprint
• Do you need to connect your smart device to the internet? 
• Do you need to handover your details for that discount or email receipt?
• Beware when using public WIFI. Are you connecting to a genuine one?
• Facebook and other social media: “People you may know”. Do you need 

to connect / befriend? 
• Electoral Register: opt out of the Open register
• 192.com and other online telephone directories: opt out / remove 

yourself
• Close old and unused accounts – they all have your data!



Beware of ClickFix techniques

ClickFix (aka FileFix, ConsentFix, ClearFix) is a social engineering that uses a 
fake error or verification message to manipulate victims into copying and 
pasting a malicious script and then running it – leading to remote code 
execution, malware deployment, and bypassing security protections.

https://www.infosecurity-magazine.com/news/clickfix-cyber-malware-rise/


ClickFix techniques
Sponsored listings (ads) in web 
searches e.g. searches for 
ChatGPT Atlas Browser in Google.

Issues with your microphone and 
camera in Google Meet or Zoom. 
You receive a link for a video call, 
but ‘you are not allowed to join’, 
because there are problems with 
the microphone and camera. The 
message explains ‘how to fix it’.

Prove that you’re not a robot – 
fake CAPTCHA. You are required 
to follow the instructions written in 
the pop-up window.

Unable to display the web page; 
you need to install a browser 
update.

Error loading a Word or PDF 
document on a website or from an 
email. You see a .pdf or .docx icon, 
but in reality the file opens in a 
web browser and asks you to 
install a plugin.

How to protect yourself (and your organisation) from ClickFix attacks?
 Don’t click on sponsored search results (sponsored ads). 
 Never copy and paste text from a web page into a computer’s Run box                

Terminal browser                                 or File Explorer              



Report
fraud & cyber crime!

Action Fraud has now been replaced with Report Fraud



Always report scam emails, texts, websites, 
adverts & phone calls
• Forward suspicious emails to report@phishing.gov.uk 

• Forward scam texts to 7726 (handy tip: 7726 spells out SPAM on a phone keypad)

• Report suspicious phone calls: text 7726 with the word ‘Call’, followed by the caller’s 
telephone number

• Report fake/scam websites, and adverts,                                                        visit: 
www.reportfraud.police.uk   

Incurred financial loss or have been hacked as a result of 
responding to a phishing text message, email, phone call, 
social media advert or website? Report all cyber crime and 
fraud at www.reportfraud.police.uk or call 0300 123 2040.

mailto:report@phishing.gov.uk
mailto:report@phishing.gov.uk
http://www.reportfraud.police.uk/
https://www.reportfraud.police.uk/
http://www.actionfraud.police.uk/
http://www.reportfraud.police.uk/


If you are a victim…

1. Don’t be embarrassed. 

2. Scams can, and do, happen to 
anyone. 

3. Always report to help prevent 
others falling victim to scams.

https://www.reportfraud.police.uk/


Herts Connected

• A free interactive messaging service from Hertfordshire Police to 
keep up-to-date with what is happening in your local area and 
crime prevention advice including events from the Police.

• Quick and easy to sign up here: 
https://www.hertsconnected.co.uk  

https://www.hertsconnected.co.uk/
https://www.hertsconnected.co.uk/
https://www.hertsconnected.co.uk/


Cyber crime & fraud awareness events 
in a library near you:

• Hoddesdon - Fri 30 Jan 2026
• St Albans - Wed 4 Feb 2026
• Hitchin - Fri 27 February 2026
• Borehamwood - Wed 11 March 2026
• Hatfield - Fri 20 March 2026
• Bishops Stortford - Wed 15 Apr 2026
• Ware - Mon 20 Apr 2026
• Watford - Wed 3 June 2026
• Stevenage - Mon 8 June 2026
• Rickmansworth - Fri 3 July 2026

https://herts.spydus.co.uk/cgi-bin/spydus.exe/ENQ/WPAC/EVSESENQ?ENTRY_NAME=BS&ENTRY=cybercrime&ENTRY_TYPE=K&NRECS=20&SORTS=ESD.SDTE%5DESD.STIM&SEARCH_FORM=%2Fcgi-bin%2Fspydus.exe%2FMSGTRN%2FWPAC%2FBSEARCH_EVSES&_SPQ=1&FORM_DESC=Events+-+Quick+search&ISGLB=0&GQ=cybercrime&EDTE=%3E%3DTODAY&EDTE_TEXT=Upcoming+events
https://herts.spydus.co.uk/cgi-bin/spydus.exe/ENQ/WPAC/EVSESENQ?ENTRY_NAME=BS&ENTRY=cybercrime&ENTRY_TYPE=K&NRECS=20&SORTS=ESD.SDTE%5DESD.STIM&SEARCH_FORM=%2Fcgi-bin%2Fspydus.exe%2FMSGTRN%2FWPAC%2FBSEARCH_EVSES&_SPQ=1&FORM_DESC=Events+-+Quick+search&ISGLB=0&GQ=cybercrime&EDTE=%3E%3DTODAY&EDTE_TEXT=Upcoming+events


Any Questions?

https://www.smartsurvey.co.uk/s/
HertfordshireIndividuals/

HertsCyberProtect@herts.police.uk
(book us for more cyber security awareness sessions) 

ERSOU Cyber Protect and Cyber Choices

EasternProtect.org and Herts.police.uk/cyber-fraud  
(more cyber security awareness resources)

WWW

Survey completion is appreciated

https://www.smartsurvey.co.uk/s/HertfordshireIndividuals/
https://www.smartsurvey.co.uk/s/HertfordshireIndividuals/
mailto:HertsCyberProtect@herts.police.uk
https://www.easternprotect.org/
https://www.herts.police.uk/police-forces/hertfordshire-constabulary/areas/campaigns/fraud-and-cybercrime/fraud-and-cyber-crime/
https://www.herts.police.uk/police-forces/hertfordshire-constabulary/areas/campaigns/fraud-and-cybercrime/fraud-and-cyber-crime/
https://www.herts.police.uk/police-forces/hertfordshire-constabulary/areas/campaigns/fraud-and-cybercrime/fraud-and-cyber-crime/
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